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The present era is the era of technological advances，with the rapid development 
of science and technology,network technology in the socioeconomic life in all areas to 
be widely applied.The arrival of the era of electronic tax for the modernization of tax 
administration will provide a good opportunity，with the tax collection and 
management and the continuous deepening of reform and perfect the use of 
information and modernization of management style has become a trend.Remote 
electronic returns，paying taxes is an advanced reporting methods，rely on computer 
networks，and other modem means to strengthen the administration of taxation，
convenient，fast,efficient and low cost. But the Internet tax returns through the 
Internet for unsafe public information transmission,therefore,the taxpayers through 
the Tax System on Network completed the process of filing tax returns online 
presence，such as：authentication，confidentiality of information，the integrity of the 
information， the non-repudiation of information,such as security issuesFor this 
reason,We are designing the security systems on information of the Tax System on 
Network. 
This text is mainly analysis to the security systems on information of the Tax System on 
Network with developments.Firstly,this paper analyze the risk and the gauge of the Tax System on 
Network information system, pass the safety that analyzing result need deciding serve, choose the 
homologous and safe mechanism，gather advanced safe technique，provide the dependable and 
safe design idea, principles and Strategy. Then, this paper foucs on talking about implemention of 
the Tax System on Network. Passing the security system in network construction that design suit 
to the network tax administration system,strength the physics safety  synthesize to make use of 
the technique of VPN, Firewall technique and invade to examine the technique，safe loophole scan 
the technique，network defends the virus technique and encrypt technique,etc. of PKI various  
safe techniques, the safe solution in network of formation many level of structures. 
 











































第 1 章 绪论 ................................................................................................................................ 1 
1.1 课题背景 ........................................................................................................................... 1 
1.2 国内外的研究现状 ......................................................................................................... 2 
1.3 网上税务系统中网络安全研究的主要内容 ........................................................... 3 
1.4 本文的思路及所做的主要工作 .................................................................................. 6 
第 2 章 网上税务系统安全需求分析 ........................................................................... 8 
2.1 网上税务系统的特点...................................................................................................... 8 
2.2 网上税务系统安全原则 ................................................................................................. 9 
2.2.1 通用的设计原则.................................................................................................... 9 
2.2.2 网上税务系统的安全设计原则 ...................................................................... 10 
2.2.3 网上税务系统的安全性目标........................................................................... 10 
2.2.4 网上税务系统的一般安全风险与安全需求.................................................11 
2.2.5 税务信息系统安全风险分析............................................................................11 
2.3 网上税务系统的安全需求分析 ................................................................................. 12 
2.3.1 网上税务系统的安全需求 .............................................................................. 12 
2.3.2 网上税务系统安全需求分析.......................................................................... 15 
2.4 本章小结 .......................................................................................................................... 17 
第 3 章 网上税务系统安全体系设计 ......................................................................... 18 
3.1 安全体系设计原则 ........................................................................................................ 18 
3.2 网络安全设计策略 ........................................................................................................ 19 
3.3 网上税务系统安全总体设计 ...................................................................................... 19 
3.3.1 设计思想 ............................................................................................................... 19 
3.3.2 安全体系拓扑结构 ............................................................................................. 22 
3.3.3 网络防护系统 ...................................................................................................... 23 















3.4 本章小结 .......................................................................................................................... 32 
第 4 章 网上税务系统网络安全技术的实施 ......................................................... 33 
4.1 访问控制 .......................................................................................................................... 33 
4.1.1 管理制度的制定.................................................................................................. 33 
4.1.2 配备相应的安全设备 ........................................................................................ 33 
4.1.3 使用应用代理 ..................................................................................................... 37 
4.1.4 路由器安全功能 ................................................................................................ 37 
4.1.5 采用入侵检测技术 ............................................................................................. 38 
4.1.6 通信加密 ............................................................................................................... 39 
4.2 PKI 在税务信息系统的应用 ...................................................................................... 41 
4.3 应用层安全解决办法.................................................................................................... 45 
4.3.1 应用层安全体系结构 ........................................................................................ 45 
4.3.2 安全设备接入方式 ............................................................................................ 48 
4.3.3 安全设备配置 ..................................................................................................... 49 
4.3.4 安全系统与业务系统的软件接口.................................................................. 50 
4.3.5 业务安全的实现 ................................................................................................ 50 
4.3.6 安全传输功能的实现 ........................................................................................ 52 
4.3.7 备份与负载均衡 ................................................................................................ 52 
4.3.8 安全存储功能的实现 ....................................................................................... 53 
4.4 物理安全解决方案 ........................................................................................................ 53 
4.5 安全审计 .......................................................................................................................... 55 
4.6 病毒防护 .......................................................................................................................... 55 
4.7 备份恢复 .......................................................................................................................... 56 
4.8 安全管理 .......................................................................................................................... 57 
4.9 本章小结 .......................................................................................................................... 59 
第 5 章 结论与展望 .............................................................................................................. 60 















5.2 下一步工作方向............................................................................................................. 60 
参考文献 ...................................................................................................................................... 62 






















































Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
